Bitbon System Social Network A [MonuTtnka KOHGUASHIMATEHOCTH

MMomuTka KOHPUACHIHUATIBHOCTH

[Tonutnka koHpUAECHIMATLHOCTH (anee — [loauTHKa) cocTaBiIeHa B COOTBETCTBUM
C JCUCTBYIOIMMHU MEXIyHAPOJHBIMA HOPMAMHU U TMOJOKEHUSIMU B cepe 3allUuThl U
KOH(MUACHIIUAIBHOCTH JaHHBIX, B ToM uncie [locranoBnenus EC 2016/679 «O0muii
periamMeHT mo 3amurte JMaHHbix» (namee — GDPR), upextusst 2009/136/EC, a
takke Jupektusl  2002/58/EC  «O xOHPUACHIIMATBLHOCTA U AJIEKTPOHHBIX
cpeactBax cBsizu» (ePrivacy Directive) u napyrumu. Hactosimas Ilonutuka
npenoctaBusier [lonmb3oBatento Cuctemsr Bitbon (manee — Ilonb3oBarens)
HHQOpMAIIMI0O O TOM, C KAaKOW NENbI0 NEPCOHANbHBIE aHHBIE COOUPAIOTCS U
00pabaThIBalOTCA B TMPOIECCE HCIOJIb30BaHUS (YHKIIMOHAIBHBIX BO3MOXKHOCTEM

undpactpyktypsl Cructemsl Bitbon.

TEPMHWHBI U ONTPEJEJIEHUSA

Tepmunbl, wucnonb3dyemble B  Hactosimed [lomuTtuke, HMHTEPIPETUPYIOTCA
B COOTBETCTBUU C OMNpeNeNeHUsIMU, NpuBeAeHHbIMU B [Ipunoxenuu k [lyonuanomy

koHTpakTy Cucremsl Bitbon Tepmunbl u onpenenenus B CollManbHOU CeTH

«Cucrtema Bitbony, a Takxe ¢ onpeieIeHUsIMU, TPUBEICHHBIMU HIXKE:

IlepconanbHuble naHHble — J00as wuHGOpPMALUs, OTHOCAIIASCS MPSMO WU
KOCBEHHO K CYOBEKTYy TNepcOoHalbHBIX JAaHHBIX. B cootrBerctBuu ¢ GDPR

K IICPCOHAJIbHBIM JaHHBIM CY6T>CKT& MNEPCOHAJIbHBIX JAHHBIX OTHOCATCA:

e ums, paMuIIKs, OTYECTBO;

® JlaTa U MECTO POXKJICHUS;

® aJIpec MOCTOSTHHOTO U BPEMEHHOT0 MPOKUBAHUS;

® HOMEp MOOMJIBHOTO TenedoHa;

® CBEJICHUS O CEMbE U COLIMATILHOM TOJIOKEHUH;

e JaHHbIe 00 0Opa3oBaHuu, Mpodeccuu, 3aHUMAEMOM JOJIKHOCTH;
® CBEACHUSA O JOXOJaX U UMYIIECTBEHHOM IOJIOKEHUU;

e OUOMETpUYECKHUE JaHHBIE;
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e (aitnbl cookies (UCKIIOUUTENHHO B COUYETAHUM C APYTUMH MEPCOHATBHBIMU
JTAaHHBIMH) U TIpOYEe.
Cy0beKT nmepcoHAJbHBIX JAHHBIX — (U3UYECKOE JIMI0, TIEPCOHAIbHBIE JaHHBIE

KOTOPOTO MOJJIeKaT 00paboTKe.

O0paboTka mnepcoHAJBHBIX JAHHBIX — JI000€ JeicTBHE (omepanus) WiIn
COBOKYITHOCTb JAEHCTBHI (omepaliuii), COBEpIIAeMbIX C HUCIOIb30BAaHUEM CPEICTB
aBTOMaTH3aluk Wi 0€3 UCIOIb30BaHUSI TaKUX CPEICTB C TNEPCOHAIBHBIMU
JAHHBIMU, BKJIIOYash cOOp, 3alucCh, CUCTEMATH3alMIO, HAKOIUICHUE, XpaHEHUeE,
yTouHeHue (OOHOBJIEHHE, W3MEHEHHUE), HU3BJICUCHHUE, HCIOJIb30BAHUE, TMepeaady
(pacnpocTpaHeHnue, MpeAoCTaBlIEHUE, JAOCTYI), oOO0e3InuuBaHue, OJOKHUPOBAHUE,

YAAJICHUC, YHUYTOXKCHUC IICPCOHAJIbHBIX JAHHBIX U JIPYTUC HGI)'ICTBI/IH.

KonpuaeHunaabHOCTh MEPCOHAJBHBIX JaHHBIX —  0O0s3aTenbHOE  JUIS
coomoaenuss OnepatopoM  TpeOOBaHME HE  JOMYCKaTh  PacHpOCTPAHEHUS
MEPCOHANBHBIX JAaHHBIX 0€3 corjlacus CyObeKTa TEePCOHATBHBIX JaHHBIX WIIH

HaIn4usa MHOI'0 3aKOHHOI'O OCHOBAHU .

HPEIAMET ITOJIMTUKU KOHOPUJAEHLIUAJIBHOCTHU

Hacrosimas [Tonutuka YCTaHABJINBAET 00s13aTebCTBA Oneparopa

I10 HCPpA3riIallCHUIO U 00eCITeUCHHUIO KOH(i)I/II[eHI_[I/IaJ'IBHOCTI/I IICPCOHAJIbHBIX JAHHBIX.

Oneparop MOXKET MONY4YUTh NepcoHanbHblEe AaHHble [lonp3oBaTenss B mpoiiecce
ucnoip3oBaHus  TakuMm  [lonp3oBaTeneM  QPYyHKIMOHAIBHBIX ~ BO3MOXHOCTEH

uH@pactpyktypsl Cuctemsl Bitbon. K Takum nepcoHanbHBIM JaHHBIM OTHOCSITCSI:

dbamMuIus, UMs, OTYECTRBO;

e HOMmep TenedoHa;

® aJpecC JICKTPOHHOMU MOYTHI;
® KOIHS IacIopTa;

® 3aHMMacMas JOJIXKHOCTD,
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Hay4yHasi CTENEHb, YUYEHOE 3BaHHUE, FOCY/IapCTBEHHBbIE Harpaibl, 3acCiyKECHHBIE
3BaHMS;

y4acTue B MPOEKTaX, KOHCAITUHTOBAs JEATEIbHOCTD;

OTIBIT OOIIECTBEHHOM JIEATEIbHOCTH;

CTpaHa I'PaKJIaHCTBA;

MOYTOBBIN AJIPEC;

CKaH IIOAITNCH.

I[aHHBIe, IMOJIYYCHHBIC ITYTCM aBTOMATHUYCCKOT'O c6opa, CUUTAIOTCA aHAJIMTHYCCKUMHU

(CTaTI/ICTI/I‘IeCKI/IMI/I) nu HE ABJIAKOTCA JaHHBIMH, I/II[GHTI/I(i)I/II_II/Ip}IIOH_[I/IMH

OMPENIeNICHHOT0 CyOBbeKTa MEPCOHATBHBIX TAHHBIX.

[TyTrem aBTOMaTH4eckoro coopa Onepatop MOXKET HOJYYUTh CIAEAYIONIUE JaHHBIE:

[P-agpeca, ¢ KOTOPBIX OCYHIECTBISAETCS JOCTyn K HHPPACTPYKType
Cucremnl Bitbon;

unpopmaruss  u3  (QaitnoB  cookies (HeOonbmION  (parMeHT  JIaHHBIX,
OTHpABJICHHBIN BeO-CEPBEPOM M XpaHUMbIA Ha KommbloTepe [lomb3oBatens,
KOTOPBIM Kaxablii pa3 mepechuiaercsi BeO-cepsepy B HTTP-3ampoce mpu
MOMBITKE OTKPBITh CTPAHUILY COOTBETCTBYIOIIETO CaiiTa);

uH@opmarus o Opaysepe;

BpEMsI MMOCEIIEHNUS;

pedepep (aapec npenpiayIieit CTpaHuIls);

uHopmarusi, cBs3aHHas ¢ TeMm, Kkak Ilojap3oBaTens B3aMMOAEHCTBYET

¢ unppacrpykrypoit Cuctemsi Bitbon.

HEJN CBOPA IIEPCOHAJIBHBIX TAHHBIX

COop nepcoHAIbHBIX JAHHBIX OCYLIECTBIISIETCS C LETBIO:

onTUMU3AIUU padoThl UHPpacTpykTypbl Cuctemsl Bitbon;

3alIUThl OT aBTOMAaTU3HUPOBAHHBIX d4TaK U 3J]OYHOTpe6H€HHI>'I/ B3JIOMOB,
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® COBEpILIECHCTBOBAHUS CIIOCOOOB cOOpa, XpaHeHUs M O0O0paOOTKU NaHHBIX JIJIsi
MpPEJOTBpAIICHUs  HECAHKIMOHMPOBAHHOTO  JOCTyNa K MH(PACTPyKType
Cucremnl Bitbon;

® 3MepEeHUs MPOU3BOAUTEILHOCTH UHPpacTpykTyphl Cructemsbl Bitbon;

® COXpaHEHUs HACTPOEK M JAHHBIX ceaHca (MOCEIECHUs caliTa WU MPUIIOKEHUS)
JUTSL JaJIbHENIIIETro MOJb30BaHuUS;

e aHanu3a wucnosib3oBanus [lonp3oBaTeneM QYHKIMOHAIBHBIX BO3MOXKHOCTEH
uH@pactpyktypsl Cructemsl Bitbon;

® MpeaocTaBlieHUs] UHPOPMAIMOHHON MOAJIEPKKHU MPU BOSHUKHOBEHUU TIPOOIIEM,
CBSI3aHHBIX  C  HCIIOJIb30BaHUEM (GYHKIIMOHATBHBIX ~ BO3MOXHOCTEH
uH@pactpyktypsl Cructemsl Bitbon,;

® yCTaHOBJIEHHMS OOpaTHOW CBSI3M, BKIIOYAash HaIMpaBIICHUE YBEJOMIICHUH,
3alpoCoOB, KAacalolUXCAd HCIOJIb30BaHUsA (DYHKIIMOHATIBHBIX BO3MOKHOCTEH
un@pactpykrypbl Cucremsl Bitbon, okazanus yciyr, 00paOOTKH 3ampocoB U
3asaBOK Iloab3oBarens;

® MpEIOCTaBJICHUs] OOHOBIICHHH, CHEIUANIbHBIX NPEIOKEHUNW, HHPOpMAIUH,
HOBOCTHOM PacChUIKU U UHBIX CBEJICHUI;

® MOHHUTOPHUHTA MOBEJICHYECKUX dbakTOpOB npu UCIIOJIb30BaHUU

(GyHKIIMOHAIBHBIX BO3MOXKHOCTEN nH(PpacTpyktypsl Cuctemsl Bitbon.

Bce coOpanHble nepcoHalbHbIE JaHHBIE HCIONB3YIOTCA ISl KOHKPETHBIX LeJeH,
YKa3aHHBIX paHee, U JUIIb B TOH Mepe, B KOTOPOH HTO HEOOXOAUMO st

MOJTHOLIEHHOTO (pyHKIIMOHUpOBanus HMpacTpykTypsl Cructemsl Bitbon.

CHHOCOBbI CbOPA 1 OBPABOTKU INIEPCOHAJIBHBIX TAHHbBIX

Hacrosamen Ilommtukonn Ilonmp3oBarens yBemomisieTcss O TOM, 4YTO IIpHU
WCIIOJIb30BaHUN (yHKIHOHATBHBIX BO3MOKHOCTEN UH(}PaCTPYKTYpHI
Cucremsl Bitbon Omneparop MOXET Mody4yaTh JaHHbIE OO0 YCTAaHOBJICHHBIX Ha
YCTPONCTBE MPUIOKEHUAX U UCIIOJIB30BATh UX JJISl peaIM3alluu OTAEIbHBIX (PYHKIUI

uHdpactpykrypsl Cuctemsl Bitbon.
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OnepaTop MOXET IIOChLIIATH ITonw30BaTemto 3aIpoc (0) npeaoCTaBICHUN
IICPCOHAJIBHBIX OAHHBIX HWJIM PpPaspClaiCcHUM Ha o6pa60TKy YKE JOCTYIHBIX

IICPCOHAJIBHBIX JAaHHBIX.

Ha undopmanmonnsix pecypcax Cuctemsl Bitbon ncnonbs3yrores cpeacTBa 3ailuThl,
oOecrnieunBaronIe OE30MaCHOCTh NEPCOHANBHBIX JaHHbIX [lomk3oBatens. I[lpu
oOcnyxuBaHuu UHGOPMAIMOHHBIX pecypcoB CucteMbl Bitbon OnepaTop monyuaer
uHpopMaIMIo, KOTOpas TO3BOJSET OOHAPYXUTh U aBTOMATUYECKH YCTPAHUTh
KOMIIOHEHTBI,  MPEJCTABIISIIONIAE  yrpo3y  0€30MacHOCTH  UH(pACTPyKType

Cucremsbl Bitbon.

OnepaTrop HCHONB3YET PsJ MPOLIECCOB/METOOB JI TOTO, 4TOOBI 00E€30MaCUTh
uHppacTpykTypy Cuctemsr Bitbon oT HecaHKIIMOHMPOBAHHBIX TOMBITOK JOCTYTIA,

HU3MCHCHUA, PACKPBITHA UJIIN YHUITOXCHUA NaHHBIX.

B Cucreme Bitbon mis ympomenuss mpouecca aBropusainuu llonb3oBareneir B
cepBucax Cucremsl Bitbon ucnonb3yercs cepsuc Bitbon System Authentication
(manee — BSA). CepBuc BSA mnpemgocTaBisieT BO3MOXHOCTh IEPBUYHOU
unentudukauu B ceppucax Cucremsl Bitbon 6e3 moBTopHoro BBoja Space ID u

napouns [lombp3oBarerns.

CepBuc BSA wucnonb3yer [OaHHBIE MEPCOHAIBHOM YYETHOW 3alKCU C LEINbIO
MPEJOCTaBICHUS OTPAHUYEHHOI0 JIOCTyNa K 3allUIIeHHbIM JaHHbIM [losib3oBaTeneit
0e3 mepeiaun TakuX JAaHHBIX HANpsIMyIO JTOBEpEeHHBIM cepBucam. OCHOBOM cepBHCca
BSA saBnsiercss oTKpwITBIM  mpoTokon aBTopuzauun OAuth 2.0, xoTopbIi
oOecrieunBaeT MPEJOCTABICHUE TPETbE CTOPOHE OTPAHMUYEHHOTO JOCTyIla K
3aluIeHHbIM AJaHHbBIM [lonbp30BaTens 6e3 nepenayu e (Tpetbei ctopone) Space ID,

mapoJjiiad v IpoUnXx JaHHBIX.

CepBuc BSA He wucnonb3dyer yueTrHble JaHHble [lonb3oBaTens (3allUIEHHBIE
pecypchl) Uil BbIAA4YM JOCTyNa K CepBUCAM. ABTOpM3allUsl peaU3yeTcss MyTeM
onobpenuss camuM [lonb3oBaTeneM OrpaHUYEHHOTO JOCTyHa K 3alpaliiBaeMbIM

cepBucoM JaHHbIM  Takoro Ilomp3oBatens. Ilocne omoOpenuss  nmoctyna
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[Tonp30BaTeneM cepBep aBTOpU3AIMU CO3JAET TOKEH ayTeHTHU(UKAIUU, KOTOPBIU
MOJITBEPKAAET MOJJIMHHOCTh JaHHBIX [losb30BaTelnsi, HO MPU 3TOM HE IEepeaact

TAKHNC JAaHHBIC CCPBUCY, a NICPCAACT TOJILKO TOKCH aYTeHTI/I(l)I/IKaHI/II/I.

IIpu sTom onobpenue Ilonbp3oBaTenem mepeaady MPOUCXOAUT B CiIydasx MEpBOU
aBTOPU3AIMU W/WIM MPU U3MEHEHUU TEPEUHs JTAaHHBIX, HEOOXOJUMBIX CEPBUCY IS
KOppeKkTHOU paboTel. Takum o6pazoM, [lonb3oBaTens ucnonb3yeT cepBuc BSA s
MOJYYEHHS] JIOCTyla K KOHKPETHBIM cepBUCaM 0e€3 MOBTOPHOM aBTOpH3aLMHM U

nepcaadu CBOMX ICPCOHAJIIBHBIX JAdHHBIX.

Nudpactpykrypa Cucremsl Bitbon MoxeT w#CHosib30BaTh CTOPOHHHE CIYKOBI,
KOTOpbIE MOTYT coOupaTh MepcoHanbHble AaHHbIE [lonb3oBarensa. AKTyalbHYIO
MH(POPMAIINIO O CTOPOHHUX MOCTABIIUKAX YCIYT, UCIOIB3YEMBIX UHPPACTPYKTypOn
Cuctemsl Bitbon, [Tons30BaTens MOXKET MOTYyUUTh yepe3 (popMy oOpaTHOM CBA3U Ha
nHopmanmoHHeix pecypcax Cuctembl Bitbon myTem momauud COOTBETCTBYIOIIETO

3ampoca.

Omnepatop BIpaBe MepeaaBaTh IMEpCOHAIbHBIC daHHBIC [lomb30BaTeNs CTOPOHHUM

ciy>k0aM (TpeThUM JIUIaM) C IENbIO:

e ontumuzanuu padbotel nHGpacTpykTypsl Cructemsl Bitbon;

® BBIIIOJIHEHHSI YCIYT, CBSI3aHHBIX C OOCIy>XKMBaHUEM HH(PPACTPYKTYPHI

Cucrewmsbl Bitbon.

HepCOHaJ'II)HBIe JaHHBIC [Tonw3oBaTens MOT'YT OBITH nepeaadbl YIIOJIHOMOYCHHBIM
opraHam FOCYI[apCTBeHHOﬁ BJIACTH W/MJIM KOMIIETCHTHBIM OopraHu3anusaM TOJBKO Ha
OCHOBAHMM W B MOPAAKC, YCTAHOBJICHHOM HOPMaMM MCKAYHApPOAHOTO IIpaBa H

3aKOHOOATCJIbCTBOM TOH CTpaHkbl, I'paKIaHHHOM KOTOpOﬁ spiasieTcs [lonp30BaTeb.

[IpenocTaBneHne NEePCOHANBHBIX JTAHHBIX CTOPOHHUM CIIyKOaM OCYIIECTBISETCS B
COOTBETCTBHHM C CYHIECTBYIOIIMMHU TpeOOBaHUSAMHU O KOHPUIACHIUATBHOCTH ISt
KOHKPETHBIX LEJIEH, YKa3aHHBIX paHee, W JIMIIb B TOM Mepe, B KOTOPOM ITO
HEOOXOJIMMO  MJii  TOJIHOLEHHOTO  (PYHKUMOHHUPOBAHUS  UHPPACTPYKTYpPHI

Cucremsbl Bitbon.
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OBIIME YCJIOBUA

B cnydae BO3HMKHOBEHHUSI BONPOCOB, Kacaromuxcs Hactosmied [lomutuku, ciemyer
oOpamatbest B Cinyx0y nHGOPMAIMOHHON MOJJIEPKKU C 3alPOCOM B COOTBETCTBUH C

HacTosmen [lomuTukon.

W3meHeHuss W/unM JONOJHEHUs B HacTosAlmyto IloiuThKy MOryT OBITH BHECEHBI
UCKIIIOUYUTEIBHO 10 MpaBmiiaM, npeaycMoTpeHHbIM [lpunoxenuem k IlyGnuunomy

koHtpakty Cucremsl Bitbon Bxecenue wW3MeHEHMN W/WIM  JIONOJIHEHUUN

B [1yvOauunbiil koHTpakT Crucremsl Bitbon.

[Ipu HanMUYuU KaKUX-TUOO0 PACXOXKICHUN MEXAY pa3IudHbIMU (popMamu (medaTHas,
ANEKTpOHHAss U Jp.) Hacrosmerd I[lomutuku odunHaIbHON SBISIETCS BEpCUs,
pa3MmenieHHas Ha oduimanbHbIX HWH(OpMaMOHHBIX pecypcax Cuctemsl Bitbon B

AJIEKTPOHHOH (popme.

ITepeBon HacTosime [lonuTuky HA IpyTrUe SI3bIKU MPEACTABICH UCKIIOUYUTEIBHO IS
yno0ctBa [lons3oBaTeneil. [Ipy BO3HUKHOBEHUM PACXOXKIECHUNW B MOHUMAHUU W/UIU

TOJIKOBAHHH HaCTOHHleﬁ [Honmutuku IMPHUOPUTET UMCCT PYCCKOA3bIYHAA BCPCUA.

OdummansHoe pazbsicHenue Hactosimed [lonmuTuku  MOryT  MOpenoCTaBISITh

HUCKIIIOUUTEIBbHO OrnepaTopsl.

Cornacuno [lonoxenuto 2 IlyOnuynoro kouTpakta Cuctemsl Bitbon nacTosmias

[Tonutuka sBRseTcss HeoTbhbemieMoM dYacThio IlyOnmuuHoro koHTpakTta CuCTEMbI
Bitbon wu BcTymaer B cwiy C MOMEHTa MNyOJMKalMM Ha OQPUIHAIBHBIX

uHopmarmoHHeix pecypcax Cucremsl Bitbon.

CornacHo nyHkTy 3 Tlonoxenust 2 IlyOmumunoro koHtpakrta Cucrtemsl Bitbon

B HacTOsIY0 [[OMUTUKY MOTYT BHOCUTHCS U3MEHEHHS! W/WUJIU JOMOJIHEHUS, TOJIBKO
€CIM Takhe W3MEHEHHUSl W/WIW JOMOJHEHHs He mnpoTuBopeyar Illonoxkenusm
[ly6nuunoro konTpakta Cuctembl Bitbon wu IlpuioxeHusiM, SBISIOMIUMCS
HEOThEMJIEMOM €ro 4acThlo. BHeCeHHble H3MEHEHHUS W/WIM  JOMOJHEHUS

nyoNuKyoTCsT Ha oduIHaNIbHBIX HH(OpManHoOHHBIX pecypcax Cucremsl Bitbon
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U BCTyHalOT B CHIy B coOTBeTCTBUM ¢ llpunmoxennem k IlyOinyHOMY KOHTpakTy
Cucrembl Bitbon «BHeceHne wu3MeHeHUH W/wiM ponogHeHUd B [1yOnuyHBIM

koHTpakT Cuctembl Bitbony.

Onepatop HE KOHTPOJHUPYET W HE HECET OTBETCTBEHHOCTH 34 METOMBI
KOH(PUJEHIUAIBHOCTH CTOPOHHUX pecypcoB. [Ipunstue Ilonp3oBaTenemM MOJIUTHKU
KOH(UJEHIIUAIBHOCTH HAa CTOPOHHEM PECypce HE SIBISCTCS MPUHSITUEM HACTOSIIEH
[Tonutuku u Hao6opot. OnepaTop HE KOHTPOIUPYET U HE HECET OTBETCTBEHHOCTH 32
pPECYpPCHI TPETHUX JIMI, HA KOTOPBHIE BO3MOKEH MEPEXOJ MO CChUIKAM, TOCTYIIHBIM Ha

uHopmarmoHHsix pecypcax Cucremsl Bitbon.

[Tonp30BaTenb HE MAOJKEH TMOJIb30BAThCS (PYHKIMOHAIBHBIMH BO3MOXKHOCTSIMU
undpactpykrypsl Cucremsr Bitbon, ecin He mNpuHHMaeT MpaBuiaa U YCIOBUS,
yctaHoBlieHHble [IyOonuunbiM koHTpakToM Cuctembl Bitbon B 1ienom wim B Kakoii-

1100 €ro YacTH.



